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Abstract—The Internet of Things (IoT) is scaling rapidly to billions of low power devices, with diverse radio technologies sharing

common unlicensed spectrum. Inevitably, this results in rampant cross-technology collisions between the devices that lead to wasteful

re-transmissions, draining the battery life of low-power devices significantly. We present CharIoT, the first cross-technology distributed

MIMO receiver system that exploits the potential of distributed MIMO to facilitate better co-existence and decoding of a large number of

simultaneous low power uplink transmissions from unmodified low-power clients. CharIoT is a recovery-based system that intelligently

collects radio samples from teams of light-weight IoT gateways and streams them to the cloud to effectively resolve collisions. At the

cloud, CharIoT develops a suite of technology-specific software filters that decouple collisions across diverse technologies, facilitating

seamless co-existence across low power radios. An implementation of CharIoT on inexpensive RTL-SDR gateways connected to

Raspberry Pis decode collisions of four popular IoT technologies in the 868MHz ISM bands – LoRa, XBee, Z-Wave, and SIGFOX

showing gains in throughput of up to 4� and battery life of up to 3.5 years.

Index Terms—Internet of Things, Low Power, Iot Radio Technologies, Iot Gateway, Distributed MIMO
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1 INTRODUCTION

RECENT studies project the estimate of connected Internet
of Things (IoT) devices worldwide to reach around 75.44

billion by the year 2025 [1]. License-exempt Sub-1GHz ISM
bands, exclusively reserved for the operation of low power
IoT devices [2], play a key role in facilitating this connectiv-
ity. This band is inherently heterogeneous, with multiple IoT
technologies sharing the spectrum – 900 MHz in the US, and
868 MHz in much of the rest of the world. Many of these
technologies – LoRa, XBee, SIGFOX and Z-Wave, to name a
few – target battery-constrained devices, supporting low
data rates and lacking sophisticated medium access proto-
cols. The result is rampant collisions in these shared low
power ISM bands especially when these devices follow
‘wake and transmit’ model for operation [3]. These collisions
are particularly critical in smart buildings, enterprises and
factories, where several diverse devices share the spec-
trum [4]. State-of-the-art solutions to mitigate cross-technol-
ogy collisions take one of two approaches: (1) The current
industry approach is to use gateways with multi-technology
radio chips that coordinate diverse and unmodified devices,
yet require hardware upgrades to gateways to support new
technologies; (2) The academia has seen a recent spurt of
cross-technology communication systems [5], [6], [7], that
allow radios of one technology to mimic packets of another,

especially to avoid collisions, albeit at reduced efficiency [8].
However, there remains a gap for a solution that does not
sacrifice energy efficiency of the low power clients while
remaining simultaneously upgradable to new technologies.

We propose CharIoT, to the best of our knowledge, the
first cross-technology distributed MIMO receiver system that
resolves collisions of low power IoT devices across technol-
ogies within the Sub-1GHz ISM bands (Fig. 1). To be more
precise, CharIoT is a recovery-based system where the gate-
way receivers recover collisions that inevitably occur from
Sub-1GHz low power transmitters relying on wake and
transmit model [3]. CharIoT achieves this using a team of
programmable RTL-SDR based gateways connected to
Raspberry Pis, each costing a few tens of dollars1 and con-
nected to a wired Ethernet backbone, without modifying cli-
ents whatsover. CharIoT processes received signals across
these gateways at the cloud to resolve collisions across low
power IoT clients regardless of their radio technology.

While past works discuss the implementation of MIMO
and Distributed MIMO in high power context mostly cater-
ing to the 2.4 GHz bands [10], [11], [12], CharIoT aims to
implement a generalizable distributed MIMO solution
across low power technologies in Sub-1GHz ISM bands.
Realizing this design however requires tackling several
challenges, which makes CharIoT an IoT-specific design
unique from the state-of-the-art collision resolution systems.

a) Long packet lengths: Synchronizing the team of RTL-SDR
gateways is fundamental in realising the distributed MIMO
design. Achieving precise time synchronization for low
power transmissions can be extremely challenging owing to
their packet lengths, which span longer in time domain. In
addition, packets in CharIoT stem from diverse technologies,
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1. CharIoT�s per gateway cost is 60$ while the existing programma-
ble multi-technology gateway platforms cost around 550$ [9].
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different in lengths and undergoing collisions. CharIoT
implements a two-level synchronization – an initial coarse
grained synchronization using Network Time Protocol, and
later a fine grained synchronization taking into account possi-
ble collisions, to achieve precise synchronization.

b) Channel Estimation: Accurate channel estimation is key
to reaping the benefits of the distributed MIMO architecture,
and to efficiently detect the number and nature of the collid-
ing transmissions. Practically this requires dynamic channel
estimation of the set of radios that collided at any instance
across technologies. Doing so is particularly challenging
when even the preambles of diverse radio technologies col-
lide. While one could naively request the transmitters to
send their preambles in a collision-free manner, this is
impractical for low power transmissions which transmit
very infrequently and where the cost of synchronization is
too high. In addition, low power transmissions have signal
powers comparable to noise floors which make traditional
channel estimation techniques highly error-prone.

CharIoT facilitates channel estimation dynamically by
using a key commonality across low power technologies. All
low power transmissions, irrespective of their modulation
format, use highly encoded preambles to build redundancy.
This redundant information across the received preambles
can be coherently combined across gateways to boost the
power of the signal even at low signal-to-noise ratio (SNR),
despite the interference from other technologies.

c) Collision resolution in CharIoT: A key innovation behind
CharIoT is the development of novel software filters to
improve the performance of distributed MIMO amidst colli-
sions across radio technologies. These filters enable decou-
pling collisions across diverse low power transmissions
even if they overlap in time and frequency. These filters
exploit the fact that different modulation schemes of signals
smear their power across frequencies differently. For
instance, technologies that use Frequency Shift Keying
smear energy on specific frequencies. Others using chirps
transmit energy along frequencies that increase linearly in
time. By learning exactly which technologies exist within a
collision, one can effectively filter out parts of the spectrum
where they focus energy to reduce their interference to
other technologies. CharIoT generalizes this approach
across diverse classes of low power IoT technologies.

Software filters can outperform traditional techniques
like Successive Interference Cancellation (SIC) in decoding
a large number of simultaneous transmissions, thereby
leading to significant battery gains for low power devices.

This is because while SIC relies on power differences across
received signals to decode concurrent transmissions,
CharIoT’s opportunity for a larger transmission decoding
stems from the unique nature of low power IoT transmis-
sions. High power transmissions like WiFi provision the
device with a higher degree of rate adaptation and support
for closely separated data rates, thereby enabling the device
to utilize the bandwidth closer to the optimal Shannon capac-
ity limit. But such a data rate flexibility is limited for a low
power transmitter due to the additional complexity and cost
it entails. Hence low power transmitters commonly transmit
at data rates significantly sub-optimal to the Shannon limit.
Yet, by decoding collisions across multiple low power trans-
mitters, regardless of technology, one can ensure that, while
clients remain below Shannon capacity individually, collec-
tively they edge closer to Shannon capacity.

CharIoT can quickly adapt to collisions of new radio
technologies using a simple software update from the cloud.
Distributed MIMO implementation further boosts the per-
formance of CharIoT by coherently combining the filtered
signals received across gateways at the cloud. Further, in
cases where these filters fail (for eg., for same technology
collisions), distributed MIMO architecture enables CharIoT
to resolve collisions using the traditional techniques of
MIMOmultiplexing and zero-forcing.

Limitations and Scope. We emphasize that CharIoT(1) Con-
siders static low power clients working in an array of wire-
less technologies. (2) Focuses primarily on the uplink
transmissions across low power transmitters and collision
decoupling across them. Downlink transmission and the
details on acknowledgement system is out of scope for this
paper and is considered as a future extension (see Section 10)
(3) Currently shows a proof of concept of a fully operational
system using a building-sized testbed. Yet, CharIoT pro-
poses techniques which are extensible and generalizable in
large scale futuristic IoT deployments.

Evaluation and Results. We implement CharIoT across two
testbeds – (1) a 1,830m2 T-shaped indoor environment, (2) a
2680 m2� 10 m two-floor building complex. Ten Raspberry
Pis equipped with RTL-SDRs and Ethernet backhaul to the
cloud form the receiver gateways, deployed in a distributed
MIMO setup. The testbeds include simultaneous reception
and decoding of transmissions from 16 commodity clients,
all working in 868 MHz (EU unlicensed) following four dif-
ferent technologies – LoRa, XBee, Z-Wave and SIGFOX.
� CharIoT decoded simultaneous transmissions pro-

viding 4� throughput gains with ten gateways.
� CharIoT achieved on average a battery life gain of

293.96 percent (about 3.5 years) across technologies.
Contributions. This paper presents CharIoT, the first cross-

technology distributed MIMO receiver system to alleviate
uplink collisions across low power IoT radio technologies.
CharIoT involves a team of cloud assisted gateways, detect-
ing collisions from low power transmissions and shipping
their corresponding radio samples to cloud. The gateways
are synchronized using CharIoT’s specialized synchroniza-
tion algorithm that is generalizable across low power trans-
missions. At the cloud, CharIoT develops novel software
filters to disentangle collisions received across low power
IoT technologies, based on the properties unique to their
modulation. We implement a prototype of CharIoT on

Fig. 1. CharIoT: A cross-technology distributed MIMO framework for low
power IoT receptions.
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inexpensive RTL-SDR gateways and demonstrate simulta-
neous decoding of collisions across four popular low power
IoT technologies in large indoor testbeds.

2 RELATED WORK

Related work can be broadly categorized into three:
Cross Technology Communication (CTC): With multiple

technologies occupying the ISM bands, bridging their diver-
sity and enabling their co-existence by facilitating cross-
technology communication has been a widely studied solu-
tion in the research community. Over the past decade, mul-
tiple techniques to facilitate CTC, despite the physical
incompatibilities of technologies, have been proposed [5],
[6], [7], [8], [13], [14], [15]. Solutions in this domain have pri-
marily focused on packet level modulation including packet
length [5], timing [6] and energy/data traffic patterns [7],
[13]; thereby enabling software solutions that allow the
devices to cross-talk without modifying the legacy hard-
ware. But due to the inevitable loss in efficiency when trans-
forming one modulation to mimic another, the industry has
continued to favor dedicated multi-technology gateways to
mediate cross-technology communication.

Cross Technology Collision Mitigation: Apart from CTC,
solutions addressing cross technology collision resolution
using a multitude of techniques have been well studied in
the past literature [16], [17], [18], [19], [20], [21]. Even though
the initial work in this domain focused on hardware modifi-
cations [22], [23], more recent ones have proposed effective
software-based solutions [4], [24] that still require computa-
tion at the clients, modifications to the client hardware or
assuming high-power clients (e.g., WiFi). Unlike prior
work, CharIoT focuses exclusively on recent low-power IoT
standards without modifying the client hardware.

Distributed MIMO: DistributedMIMO solutions have been
well addressed in the past focusing on scaling gains, diversity
gains and improved system performance [10], [12], [25], [26],
[27]. Much of this work focused on high power context (e.g.,
WiFi and cellular) [11], [24], [28], [29] with some efforts in the
low-power space [25], [30] that do not explicitly target colli-
sions. Some recent efforts tied to LoRa [3], [31] tackle collisions
between the chirp-spread spectrum transmitters. Similarly,
systems likeZIMO [11] andmZig [32] resolve collisions across
low-power ZigBee transmissions by reaping the benefits of
MIMO based architecture. While these systems implement
oversampling at receivers to receive more number of ZigBee
transmissions, CharIoT caters to a diverse number of radio
technologies unique in their own sense. Therefore, CharIoT
can be considered as the first-of-its-kind study that provides a
generalizable cross-technology distributed MIMO to resolve
collisions across low power technologies.

CharIoT is an extension of our recent system GalioT [33]
that decodes cross-technology collisions at a single gateway
through software filters. However, there were several chal-
lenges that a single radio could not resolve.

1) Larger number of technologies colliding at the same
time in a more noisy environment can reduce the
efficiency of software based decoding if received
only at a single gateway.

2) Near-far effects are more prominent with the usage
of a single gateway. The transmissions too close to
the gateway can get clipped while transmissions
from far can get buried under the noise floor.

3) Single antenna systems cannot separate collisions
within short range technologies with smaller symbol
periods.

3 CHARIOT – AN OVERVIEW

CharIoT aims to decode uplink data streams frompotentially
unsynchronizedweak transmissions within and across radio
technologies that operate in low power ISM bands. CharIoT
achieves this by gathering received I/Q samples from a team
of gateways. These gateways intelligently detect collided
transmissions and deliver them to the cloud, where they are
collated to recover individual transmissions. CharIoT’s
design allows the RF-frontends at its gateways to be light-
weight and inexpensive– a $20 RTL-SDR connected to a
Raspberry Pi and an Ethernet backhaul. Recent literature
depicts how the RTL-SDR dongles despite being in default
receive only mode can be hacked to work in transmit mode
[34] thereby enabling the transmission of acknowledgement
packets. An alternate easier option is to use slightly more
expensive SDRswhich canwork as transceivers [35].

CharIoT’s goal is to maximize network throughput and
avoid power-intensive re-transmissions from low-power devi-
ces, while conserving the backhaul bandwidth. In particular,
CharIoT aims to recover the maximum possible uplink trans-
missions, greater than the collective number of antennas,
across gateways. Specifically, CharIoT relies on the fact that
low-power IoT radios often transmit at data rates much lower
than their Shannon capacity. This is because selecting between
a large number of data rates fundamentally makes the trans-
mission system complex. CharIoT develops unique software
filters that decouple collisions of transmissions from multiple
low-power technologies, even if they are received concurrently
at a single-antenna. We then develop a first-of-its-kind cross-
technology distributed MIMO solution that generalizes this
approach by concurrently processing received signals across
multiple gateways at the cloud. Fig. 2 presents an overview of
CharIoT’s architecture. The rest of this section summarizes the

Fig. 2. CharIoT architecture.
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key system design challenges at both the gateway and the
cloud in realizing this architecture:

CharIoT Gateway: At each gateway, CharIoT streams sam-
ples from received collisions to the cloud in real-time. Com-
pared to traditional wireless contexts such as cellular or WiFi
(bandwidths of few tens of MHz), low-power IoT technolo-
gies operate at significantly lower bandwidths (few hundred
kHz)making such a designpossiblewith a light-weight Ether-
net backhaul. Yet, despite the limited bandwidth requirement,
CharIoT radios would still need to stream megabits of data
per second which can pose immense strain on the network.
This motivates the need for CharIoT to carefully inspect
received samples to send only the collided signals to the
cloud, while processing non-collisions locally and discarding
the received ambient noise.

CharIoT addresses this challenge by building a universal
preamble that can be correlated with the received signal to
detect any collision across technologies. In other words, our
universal preamble is designed to correlate well with the pre-
ambles of all IoT radio technologies we intend to decode. To
see why a universal preamble is possible at all, we study the
preambles of various radio technologies and make two obser-
vations: (1) First, many radio technologies often use similar
preamble sequences. This is by no means an accident, given
that a few simple sequences exist that are amenable to correla-
tion (i.e. correlate poorly with noise and well with signal). (2)
Second, some pairs of preambles are mutually orthogonal.
This again is intentional, to avoid erroneously confusing pack-
ets of one technology as that of another. Motivated by these
observations, CharIoT constructs a universal preamble that is
a combination of key preambles that are mutually orthogonal.
Section 4 details our approach, as well as mechanisms to opti-
mize detection across gateways.

Pre-Processing at the Cloud: At the cloud, CharIoT devel-
ops a variety of techniques to estimate wireless channels
and synchronize transmissions across technologies and
base stations. A key challenge CharIoT tackles is the need to
isolate the preamble of packets belonging to any given radio
technology, even as it collides with the data (or preamble)
of packets from other technologies. Section 5 describes how
we isolate these preambles to estimate wireless channels
and synchronize collisions received across base stations.

Collision Mitigation at the Cloud: Cloud processing allows
CharIoT to enhance the decoding of various low power trans-
missions, despite collisions within and across radio technolo-
gies. To decode collisions, CharIoT uses two approaches: (1)
Software filters to separate collisions of different radio technol-
ogies; (2) Multiplexing gains across synchronized gateway
antennas to decouple same technology collisions.

First, we develop software filters that account for the dif-
ferences in energy spread of radio technologies over the
spectrum. For instance chirp-based technologies encode
information by spreading energy across frequencies that
increase over time, while frequency modulation focuses
energy on specific discrete frequencies. We use these differ-
ences in where useful data is concentrated within the
received spectrum to greatly reduce cross-technology inter-
ference. Finally, CharIoT uses the multiplexing gains of dis-
tributed MIMO to further increase the number of concurrent
received transmissions. Specifically, we rely on the principle
that in general, n synchronized antennas can decode up to n

concurrent transmissions. Section 6 elaborates on how we
harmonize these diverse collision mitigation techniques to
decode collisions across radio technologies.

4 CHARIOT AT THE GATEWAY

To be efficient, CharIoT must detect and process the received
Radio Frequency (RF) samples, including collisions, in real-
time. Though well-structured implementations at the cloud
can facilitate this to an extent, this architecture is highly reliant
on the streaming bandwidth of the backhaul. Indeed, even nar-
row band technologies transmitting at a mere few hundred
kilohertz of bandwidth can generate gigabits of I/Q sample
streams, posing immense strain to the backhaul if required to
ship the samples in real-time. To make CharIoT operate effi-
ciently, even with typical home cable backhauls that offer
modest bandwidths, we therefore design a packet detection
scheme at the gateway that pre-processes the received signals
to vastly reduce unwanted samples shipped to the cloud. This
mechanism is defined to identify and locally process any regu-
lar non-collided received signals and ship only collisions to the
cloud,while discarding noise.

While there are several techniques to perform local colli-
sion detection, developing a methodology that can system-
atically identify packets across radio technologies while
remaining scalable poses new challenges. First, simple
energy based thresholding [4] is not compatible with low-
power technologies where the signal powers are compara-
ble to, and often below the noise floors. Second, correlation
with each known preamble across technologies is computa-
tionally expensive [36], especially when scaled to a large
number of technologies. Even for a smaller number of tech-
nologies, multiple correlation computations while simulta-
neously streaming in megabits of data can bottleneck the
memory constrained RPi based gateways thereby resulting
in sample drops.2 Thus, CharIoT strives to achieve the same

TABLE 1
IoT Technologies Under Consideration With Their Modulation

and Preamble Information in Sub GHz Bands

Technology Modulation Sync Preamble

LoRa [38] CSS sequence of 1s
Z-Wave [39] BFSK,GFSK m bytes ‘01010101’
XBee [40] GFSK 4 bytes ‘01010101’
SIGFOX [41] D-BPSK 4 bytes configurable

TABLE 2
Detection at the Gateway – Existing v/s CharIoT

State of the art CharIoT

Correlates each preamble
individually for each technology
at the gateway

A global ‘universal
preamble’ for correlation
across technologies at the

gateway

2. RPi 3 Model B+ has a maximal clock frequency of 1400 MHz, with
each instruction taking a minimal of 40 clock cycles [37]. For data
streaming at 1 Mbps from RTL-SDR, fetching each individual preamble
from the memory by itself can consume up to 100� 40 clock cycles, ren-
dering individual correlations computationally very expensive.
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computational expenditure for accurate detection of colli-
sions, irrespective of the number of colliding technologies.
Table 2 depicts the key difference in the packet detection
performed at CharIoT’s gateway as opposed to that of the
existing gateways.

4.1 Universal Preamble

Motivated by the above two considerations, CharIoT introdu-
ces the concept of a universal preamble. The idea of a universal
preamble is very simple – a preamble that is no longer than a
single preamble pattern that can correlate across multiple
radio technologies even in the event of a possible collision.
This ensures that the system’s computational complexity will
remain unchanged, even when newer technologies are intro-
duced into the system,with the additional benefit of scalability
through a simple software update.

Our design of the universal preamble is based on key obser-
vations from a thorough analysis of existing low-power IoT
technologies. As observed from Table 1, we can see that the
current lowpower standards satisfy one of the three properties
for their existing preamble sequences: (1) Technologies follow-
ing similar modulation schemes generally follow the same
sequence of preambles. This is, by nomeans, an accident, since
these patterns are carefully chosen to be simple and amenable
to correlation or energy detection and only a few such sequen-
ces exist for short lengths. (2) Technologieswith differentmod-
ulation schemes ensure orthogonality across their preamble
patterns. This again enables their receivers to avoid errone-
ously confusing packets across technologies. (3) Some of these
technologies support configurable preambles, which for
instance, can be tuned to correlatewith the universal preamble.

Inspired by these observations, CharIoT’s universal pre-
amble is constructed as the following – First we coalesce the
shortest representative from among a group of technologies
following common preamble patterns. Second, we sum up
all these representative preambles, which forms the univer-
sal preamble, that can correlate with all the technologies
under consideration. Note that this involves addition of all
representative preambles in the time domain irrespective of
their center frequencies.3 An example depicting the

construction and packet detection using universal preamble
for two technologies is shown in Fig. 3. To reduce the detec-
tion overhead, CharIoT also uses a collaborative detection
across gateways using prior historical information. Specifi-
cally, each gateway detecting a collision estimates the his-
torical likelihood that other gateways around it may have
also received this collision. This automatically triggers
receptions from surrounding gateways to be uploaded to
the cloud, even when one of the gateways detects the pres-
ence of a collided signal.

4.2 Analysis of Detection

In this section, we mathematically define the universal pre-
amble, discuss its working, and analyze its performance.
Let there be m technologies in the system and Pj represent
the preamble corresponding to the technology j; 1 � j �
m. The general property of preamble dictates that their
auto-correlation function should produce peak at zero and
have negligible values or ’noise’ elsewhere (see Fig. 4). Let
this peak value be Vj.

If two technologies Ti and Tj share a similar modula-
tion scheme, then the properties of their preambles are
also similar. As a result the correlation of their respective
preambles Cij behave very similar to their auto-correla-
tion functions. The generic property of preambles chosen
for the technologies also dictates, for all other cases
where the modulation schemes are not similar to one
another, the preambles should be relatively uncorrelated
to each other. That is the correlation Cij of preambles
Pi and Pj does not produce an unambiguous and

Fig. 3. An example depicting construction and working of universal preamble with two technologies– LoRa and Z-Wave.

Fig. 4. The figure depicts a sample auto-correlation for the preamble Pj

which generates the peak Vj at the 0th index. The value of auto-correla-
tion is negligible elsewhere.

3. To prove this, the microbenchmark on detection (Section 9.2)
detects Z-Wave transmissions centered at 868.4 MHz as well while the
rest of the technologies are centered around 868 MHz.
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significant peak anywhere thus rendering it relatively flat
throughout the indices. Let this flat value be denoted
by Nij.

Let M represent the maximum-sized set of mutually
uncorrelated preambles. Then the universal preamble U is
defined as: U ¼P

j2M ~Pj, where ~Pj is the preamble Pj zero-
padded at the end so as to set its length to the maximum
preamble length across all technologies. Even with a differ-
ent length, the zero-padding at the beginning ensures that
both ~Pj and Pj produces the same peak value and peak loca-
tion when they are independently used for the detection of a
signal. Let CfUgj be the correlation of the universal preamble
U with a preamble Pj. From the definition of the universal
preamble and zero-padded preambles, the distributive
property of correlation gives us,

CfUgj ¼
X

i2M
Cij

¼ Cjj þ
X

i2M;i 6¼j
Cij:

Here, the cross correlation sum produces only noise hence
producing a result with a peak similar to that of Cjj. This
extends to the case when the universal preamble is used to
detect the start of a particular technology based signal. That
is, for a signal generated using technology Tj, the universal
preamble returns the same unique spike that is produced if
Pj is used instead, as long as the sum total of the floor noises
produced by the cross-correlations is smaller than the peak
value Vj.

But the question remains – how scalable is the universal
preamble? Or rather, what is the limit at which the universal
preamble fails? From the above equation, the universal pre-
amble fails to detect the packet start in technology Tj whenP

i2M Nij � Vj. Since auto-correlation of identical preambles
produces almost negligible noise, such a condition can arise
only under two circumstances: 1) When the constituent pre-
ambles of the universal preamble are neither in perfect cor-
relation nor are completely orthogonal – both the cases
being in contradiction to current standards. 2) When num-
ber of technologies in the system is too high at about

VjP
i2M Nij

. This is practically a high value, since the peak

value generated by the auto-correlation is generally very
high in comparison to the noise floor generated by their
auto-correlation or cross correlation.

To reduce any potential cumulative effect of noise intro-
duced by the hardware properties of devices, CharIoT also
normalizes each individual preamble with respect to its
length before constructing the universal preamble. This pre-
serves comparable powers for individual correlation peaks
which are well distinguishable from noise components.
Once the signal is detected, CharIoT conservatively ships
samples corresponding to twice the maximum packet
length across technologies around the detected preamble to
the cloud.

Our evaluation in Section 9.2 constructs such a universal
preamble for four common IoT technologies LoRa, SIGFOX,
XBee, and Z-Wave, the first two using Chirp Spread Spec-
trum and Phase Shift Keying respectively, and the last two
following Frequency Shift Keying.

5 PRE-PROCESSING AT THE CLOUD

Prior to combining transmissions across gateways at the
cloud, CharIoT needs to answer two questions: (1) First,
how do we time synchronize receptions across gateways to
correctly decode signals from any given transmitter? (2)
Second, how many – and what kind of transmitters exist
across the signals uploaded from various gateways? This
section describes our approach to answer these questions:
time synchronization and channel estimation.

5.1 Synchronization at the Cloud

Achieving distributed MIMO requires precise time synchro-
nization which is highly challenging in a low power cross
technology context. To achieve coarse synchronization,
CharIoT’s gateways enable Network Time Protocol (NTP)
based time synchronization but this is limited to millisecond
accuracy, thereby failing to offer sample level synchroniza-
tion needed for distributed MIMO.

CharIoT achieves fine-grained synchronization across
gateways by looking for preambles of identical radio trans-
missions over the received samples. Specifically, CharIoT
uses the universal preamble to identify the start of received
packets over a modest time-window over which NTP
remains accurate (few milliseconds). It then repeats this pro-
cess across gateways. Should one collision be detected over
this window, CharIoT can directly map the timing offset
between any pair of gateways as the offset between the peaks
of the correlation. CharIoT uses the DTW algorithm [42] to
compute this offset, should the correlation produce multiple
peaks.

One might wonder: what if multiple collisions are
received over a few millisecond intervals? Note that this is
relatively unlikely, given that low-power transmissions are
typically at extremely low data rates when compared to Wi-
Fi. Should an ambiguity between two (or more) offsets
occur regardless, CharIoT cross-correlates the received sam-
ples at either of these offsets across gateways to synchronize
the two transmissions. We note that this approach requires
at least one low-power transmission to be detectable across
gateways – a reasonable assumption given that the colli-
sions are already detected (Section 4). It also at best would
enable sample-level synchronization. However, sub-sample
synchronization is required for distributed MIMO. CharIoT
compensates for the additional phase and magnitude shifts
of signals (due to sub-sample offsets) by accurately estimat-
ing wireless channels. We describe our approach to do so in
the following section.

5.2 Channel Estimation

To separate collisions between radio transmitters, Char-
IoT needs to estimate wireless channels from individual
radios within a collision. Despite vast literature on
dynamic channel estimation techniques, CharIoT’s cross
technology low power paradigm makes channel estima-
tion challenging for three reasons: (1) First, signals con-
sidered here are often closer to noise floors which make
channel estimations highly error prone. (2) Second, in
cross technology environments, any technique provided
should generalize across technologies. (3) Lastly, the
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estimation technique should work despite the collision
of preamble.

CharIoT facilitates accurate dynamic channel estimation
by making a key observation applicable across low power
transmissions. Low power transmissions, irrespective of the
modulation scheme, use long highly encoded preambles
that are redundant in nature. One can therefore exploit
these repeated patterns to enable coherent combination of
preamble symbols thereby boosting its power above the
noise floor. In addition, coherent addition of repeated sym-
bols of the signal under consideration only boosts its power
from within a collision, hence enabling its channel informa-
tion to be deciphered.

This concept can be better understood from the example
given in Fig. 5. The figure shows a highly noisy LoRa pre-
amble received at CharIoT’s gateway. LoRa preamble con-
sists of repeated up-chirp symbols as can be seen from the
figure (each up-chirp is a frequency sweep from the lowest
to the highest possible frequency). Considering each symbol
as a window, the set of windows fw1; w2; w3. . .g can be
added coherently to provide a less noisy received symbol,
which facilitates a more accurate channel estimation.

Implementing this technique in a practical system has its
own challenges. Specifically, the effect of hardware imper-
fections at the transmitter and receiver leads to offsets
between adjacent symbols [3]. This offset needs to be com-
pensated beforehand to enable coherent combination of
redundant preamble patterns.

CharIoT’s algorithm to estimate channels within colli-
sions takes a three pronged approach: (1) First, we divide
adjacent windows of the received signal by the transmitted
preamble, in the Fourier domain, to obtain a coarse estimate
of the channel, which still includes frequency and timing
offsets; (2) Second we cross-correlate windows of channels
to estimate the slope and intercept of the phase shifts
between them, which correspond to frequency and timing
offsets respectively; (3) Third, we compensate for this slope
and intercept across all received channel estimates (this
implies compensating the hardware offsets) and add them
up constructively.

An important aspect of our approach is the choice of win-
dow size. The window size being too large can cause the
phase variation due to time varying offset to wrap around
2p, making the channel calculations inaccurate. But the win-
dow value being too small fails to capture the offset varia-
tions with sufficient resolution. To make the channel
calculations more accurate, the same channel calculation can

be repeated iteratively decreasing the window size granular-
ity every time. Table 3 points out the key differentiating fac-
tor in CharIoT’s channel estimation technique as opposed to
the state of the art solution and Algorithm 1 summarizes our
approach.

Algorithm 1. Channel Estimation at the Cloud

1: procedure CHANNELEST(t; r; w) " t-Transmitted preamble,
r-Received preamble,w-window size,t-sample time

2: Abs ¼ rmsðrÞ
rmsðtÞ " Absolute value of channel

3: nw ¼ dlengthðrÞw e " nw-number of windows
4: H ¼ r:=t " Coarse channel calculation
5: H ¼ ½h1h2. . .hnw�, hi ¼ H½ði� 1Þw : i � w� " channel

windows
6: foff ¼ 1

2pt½1:w� ff 1
nw�1

Pnw
i¼1ðhi: � hðiþ1ÞÞ " frequency offset

7: r ¼ r � ei2pfoff t " Compensating offset
8: if foff 6¼ 0 then
9: rnew ¼

Pnw
i¼1 r½ði� 1Þw : i � w� " Constructive addition

10: Update w, r ¼ rnew; t ¼ t½1 : w�, Repeat from step 3

11: phoff ¼mean(ffPnw
i¼1ðhiÞ) " Phase offset

6 COLLISION DECODING AT THE CLOUD

The key agenda of CharIoT is to disentangle all instances of
collisions at the cloud, within and across multiple radio tech-
nologies. CharIoT’s unique architecture develops a technol-
ogy-agnostic methodology that combines the benefits of two
complementary solutions: (1) software filters; (2) exploiting
MIMO multiplexing gains of distributed MIMO, with signal
copies received across antennas. While the first decouples
collisions across radio technologies, the latter provides
robust collision resolution even for transmissions of the
same radio technology. Hence, as mentioned in Table 4,
while the existing multi-technology gateways still rely on
successive interference cancellation for disentangling colli-
sions, CharIoT’s gateways use a stream-lined methodology
based on the nature of collisions to reap the maximum colli-
sion separation.We elaborate these solutions below.

6.1 Software Filters

CharIoT develops specialized software filters designed to
disentangle cross-technology collisions in low power para-
digms. We call these ’kill’ filters since they are intended to
kill a specific radio technology based on its modulation. The
key idea behind software filters is simple – collisions across
technologies, despite shared center frequency, smear their
powers differently across frequencies. This allows us to
develop filters that eliminate energy spread across certain
frequencies while preserving others. This is particularly
useful for cross technology collisions where modulation

Fig. 5. An example demonstrating Algorithm 1 in LoRa.

TABLE 3
Channel Estimation – Existing v/s CharIoT

State of the art CharIoT

Received preamble is
compared as such with the
transmitted preamble

Coherent addition of repeated
preamble symbols to boost its
power before comparing with

transmitted preamble
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based differences make the frequency differences more
prominent.

CharIoT implements two of such filters popular across
the modulation schemes of low power technologies.

(1) KILL-FREQUENCY: CharIoT observes that many low
power technologies distribute energy unequally even
within the same bandwidth; that too in a few frequency
bands. Modulation schemes specified by short range low
power standards like ITU-T and IEEE 802.15.4g adopt Fre-
quency Shift Keying (FSK), which distributes powers over
two or few frequency bands making them separable in the
frequency domain. Same is the case for phase based modu-
lation schemes where an energy spike is observed in one of
the frequencies while maintaining low power in others.
Three popular low power technologies – XBee and Z-Wave
in short range category, and SIGFOX in long range category,
use these frequency and phase based modulations respec-
tively. CharIoT exploits this to filter out these specific fre-
quencies to eliminate their signals. Fig. 6a depicts an
example for KILL-FREQUENCY filter for the separation of XBee
and Z-Wave. XBee is killed first to recover Z-Wave, which
in turn is subtracted from collision to retrieve back XBee.

(2) KILL-DSS: Direct Sequence Spread Spectrum (DSS)
implementations in low power context provides high level
of noise tolerance for the signal, along with providing a sig-
nificant degree of collision resiliency. Modulation schemes
like Chirp Spread Spectrum (CSS) (a derivative of DSS used
in LoRaWAN) hence offers higher immunity across other
narrow band interferers. These kinds of modulation
schemes offer a unique challenge for collision mitigation
since it distributes energy evenly across frequencies making
kill-frequency filter infeasible. CharIoT uses a unique
method for separating collisions from these technologies.
Since each symbol in this category of technologies is spread
across frequencies, CharIoT considers the uncollided fre-
quency portions to interpolate the collided portion of the
symbol. For instance, in the case of CSS, each symbol is

encoded as different cyclic frequency shifts of the elemen-
tary chirp that runs from the lowest to highest frequency
across the bandwidth. The received sequence when multi-
plied with a sequence of inverted elementary chirps (that
run from the highest to the lowest frequency of operation)
can result in a product that appears similar to the narrow
band signal reception centered at frequencies correspond-
ing to the starting frequencies of various chirps. The signal
thus obtained can be cancelled out from the received signal,
akin to the KILL-FREQUENCY approach. Fig. 6b shows decou-
pling of LoRa and XBee from collision using KILL-DSS filter.

Applying these filters across individual receptions can
improve the decoding accuracy [33] but larger number of
technologies colliding at the same time in a more noisy envi-
ronment can reduce the efficiency of software based decod-
ing. This is where the advantage of CharIoT’s multiple
receptions come in. CharIoT coherently combines filtered
data from multiple receptions thereby cancelling out the
effect of noise while filtering. This enables CharIoT to filter
and decode larger concurrent collisions at lower SNRs.

6.2 Exploiting MIMO Multiplexing Gains

To provide a more complete solution, CharIoT combines
some existing techniques that enable separation of collisions
within the same technology. Specifically, CharIoT builds on
device-specific hardware offset based separation [3] and dis-
tributed MIMO zero forcing (see Fig. 7) to enable collision
separation from same technology packets. Once separated,
the decoupled signal from several gateway receptions are
coherently added to boost its SNR in logarithmic scale.

Zero Forcing or Filters – Which to Apply When?. Despite
zero forcing being a more generalizable technique that
decouples collision irrespective of whether the constituent
signals are from same or different technologies, the tech-
nique comes with its own limitations. First, wide-area tech-
nologies like LoRa and SIGFOX have symbols that last for
long duration (SIGFOX packet lasts for more than 2 sec-
onds), which leaves well distinguishable natural hardware
offsets. Hence, rather than relying on zero forcing, the colli-
sions within these technologies can be easily filtered using
their hardware introduced offsets. Second, counter-intui-
tively, coherent combination of residual signals after soft-
ware filters (also hardware offset filters) may often provide
a much better SNR gain than zero-forcing. This is because
filters (software/hardware offset based) disentangle colli-
sions within a single antenna while zero forcing sacrifices
one antenna per signal during collision. Hence the former
allows residuals from all receive antennas for coherent

TABLE 4
Collision Decoding – Existing v/s CharIoT

Fig. 6. Collision mitigation in CharIoT using software filters.
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combination giving a better gain compared to the latter. How-
ever, zero-forcing plays an important role as well: It remains
the only method that can separate collisions across signals
across radio technologies when the symbol duration is small
orwhen software filters otherwise fail (e.g., due to noise).

Algorithm 2. CharIoT’s Collision Separation Algorithm

1: procedure (y1; y2; . . .yn) " yi-Collision at ith gateway,
yi ¼ hi1x1 þ hi2x2 þ . . .himxm; SðxjÞ-frequency spread of xj

2: X ¼ fx1; x2; . . .xmg, decodable=True
3: while ðX 6¼ fÞ or (decodable=True) do
4: 8xj 2 X attempt to estimate hij using Algorithm 1
5: if Estimate(hij)=True then
6: Calculate ðycombinedÞj ¼

Pn
i¼1 h

�
ijxj

7: if Decode(xj) = True then
8: yi ¼ yi � hijxj;X  X � xj " SIC
9: if SðxjÞ < SðxkÞ; fxj; xkg 2 X then " different

technology
10: killðxjÞ;X  X � xj, Interpolate xk if isDSS(xk)=True
11: Repeat steps 4-8
12: for xj 2 X do " signals with same spread
13: if OffsetFilter(X )=True then
14: separate X , Repeat steps 4-8
15: else Calculate yisolate ¼

Pn
i¼1 h

þ�
i yi

16: Resolve xj using zero forcing, Repeat steps 4-8
17: if X 6¼ f then decodable =False;
18: Decode any killed signals by subtracting decoded signals

from the combination

Putting it all Together: For a given received signal, Char-
IoT executes Algorithm 2 at the cloud. CharIoT first
attempts to correlate with individual preambles to estimate
wireless channels at the peaks of where the correlations
result in spikes (see Section 5, step 4 in Algorithm 2). It
repeats this process across received signals to synchronize
the different receptions across gateways (see Section 5) and
tries to decode any possible signals through a simple SIC
(steps 5-8 in Algorithm 2). Once an initial synchronizing
and decoding is done, CharIoT attempts to use software fil-
ters to kill the existing radio technologies in the transmis-
sion one at a time and repeats the process (steps 9-11 in
Algorithm 2). We choose the signals with minimum signal
spread in the frequency domain to be eliminated first (BPSK
having the minimal and CSS having the maximal frequency
spread in our case). This not only improves the performance
of interpolation but also aids in SIC during future iterations
by removing noise to the easiest decodable signal (better fre-
quency spread improves noise resiliency) in the reception.
Should software filters fail – as detected by an invalid CRC

– CharIoT attempts two standard cancellation techniques
that apply across technologies as a fall-back: (1) Separate
using hardware offsets: Among the remaining collided sig-
nals, similar looking packets are filtered along device-spe-
cific timing and frequency offsets to find their hardware
based separations akin to [3] (steps 13-14 in Algorithm 2) (2)
Zero forcing: Should all of these steps fail (i.e., CRCs fail),
CharIoT applies distributed MIMO zero-forcing, which
projects the received signal along the space orthogonal to a
reception and repeats the process (steps 15-16 in Algorithm
2). As before, we choose to do this for the weakest first and
then repeat for other receptions should this fail. Mathemati-
cally, we write yisolate ¼

Pn
i¼1 h

þ�
i yi, where ½hþi �i¼1;...;n

denotes the vector that is orthogonal to ½hi�i¼1;...;n.
Complexities in Processing Collisions: An important ques-

tion that might arise here is whether too many receivers
imply additional computation complexity for collision reso-
lution. CharIoT receivers, being positioned randomly across
geographical locations bring in an inherent physical limit
on the locality. This means collisions can be well-perceived
only by certain receivers which are nearer to the transmit-
ting clients. Only the receptions from these receivers are
processed at any point of time at the cloud.

7 IMPLEMENTATION AND EVALUATION

CharIoT captures the co-existence of uplink transmissions
across four radio technologies popular in low power ISM
bands–LoRa, SIGFOX, Z-Wave and XBee.We deploy around
16 transmitters in different combinations to capture their
interactions and show the performance of our algorithms.

Radio Technologies in CharIoT: The radio technologies cho-
sen by CharIoT span wide ranging technologies in Sub-GHz
ISM bands, both long and short-range. While LoRa and SIG-
FOX offer kilometer range connectivity, XBee and Z-Wave
are meant for shorter range M2M communications that
facilitate applications like smart automation. The four tech-
nologies we use employ completely different modulation
schemes: (1) LoRa (Chirp Spread Spectrum) [43], [44]. (2)
SIGFOX (Binary Phase Shift Keying) [45], [46], [47], [48]. (3)
XBee (IEEE 802.15.4g PHY) [40], [49], [50], [51], [52] (4) Z-
Wave, which follows the ITU-T standard (i.e., FSK) [39],
[53] (refer Table 5).

Evaluation and Testbed: CharIoT gateways use inexpensive
RTL2832U SDR dongles plugged into Raspberry Pis with an
Ethernet backhaul (see Fig 8c). Each RTL-SDR is configured
at 868MHz center frequency and receives samples at a band-
width of 1 MHz (Sub-1GHz ISM band is very limited). Char-
IoT emulates distributedMIMO behaviour by synchronizing
ten such gateways (see Section 5.1). We deploy CharIoT on
two testbeds – a 2,680 m2� 10 m two-floor apartment build-
ing, and a 1,830 m2 T-shaped indoor area (as shown in
Figs. 8a and 8b respectively). The transmitters are distributed
randomly in and around the receiver testbed area and are in
complete asynchronous mode of operation; all supporting
the EU default standard for transmission. The duty cycle of
the devices is adjusted to capture all possible scenarios,
including collisions within and across technologies. We use
SemTech SX1276 chipset for LoRa, TI CC1310 for XBee, UZB
static controller for Z-Wave and ATA 8520-EK3 to run SIG-
FOX. LP-WAN transmitters corresponding to LoRa and

Fig. 7. Interference nulling in XBee.
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SIGFOX are configured to transmit in powers comparable to
the short range technologies. SIGFOX transmitters are set to
test mode to transmit without hopping and Z-Wave static
controller collisions are shifted to 868 MHz center frequency
(default is 868.4 MHz). This difference in frequency is a ven-
dor-specific property of the UZB dongle from Sigma designs
and for proof of concept we study the shifted version of Z-
Wave for collision recovery. Similar is the case with SIGFOX
where frequency hopping is disabled in most regional con-
figurations, including in India where we implemented our
test-beds. The experiments, performed during working
hours, ensure maximum effects of multi-path, thereby emu-
lating a real world smart environment.

Baseline: We compare CharIoT’s collision resolution against
traditional receivers that implement Successive Interference

Cancellation – the state-of-the-art technique to decouple colli-
sions in IoT gateway platforms [9], [24], [54].

Monitoring the Effect of Collisions: Previous studies [3],
[32], [43], [55], [56], [57] discuss the effect of collision on dif-
ferent low power technologies. Since we are considering
low-power devices which rely on ’wake up and transmit’
model [43], we monitor the effect of collisions in terms of
two important performance metrics that stem from resul-
tant re-transmissions– the impact on throughput, and the
effect on battery life-time of each radio transmitter.

Battery Models: Using well-known battery models from
past literature [30], [43], we map the SNR gains to the
improvement in the RSSI values and compare them against
the technology-specific data rates and energy values for
each technology– LoRa [38], [43], Z-Wave [39], [53],
XBee [40], [51] and SIGFOX [48], [58] (refer Table 5).

8 DISCUSSION– CHARIOT’S DESIGN SPACE

Collisions Between Short and Long Range Technologies: High
proliferation of IoT within the limited Sub-1GHz ISM spec-
trum inevitably leads to collisionwithin and across technolo-
gies – short as well as long range ones. Though previous
studies [32] envision transmissions like converge-cast lead-
ing to collision across short range technologies, collision
aggravates with long range technologies in the picture. Long
range technologies have transmission range in the order of
kilometers making them spatially co-located and accessing
the same channel as the short range technologies due to its
large transmit radius. In addition, long range technologies
transmit extremely long packets with larger spread over
time [3], implying that their channel occupancy lasts for tens
of seconds [59]. This means, for collisions to be avoided,
channel occupancy of long-range and short-range technolo-
gies should not overlap, which is extremely unlikely consid-
ering the vision of tens of thousands of co-located IoT
devices, especially in smart city scenarios [60].

TABLE 5
Parameters for Technologies in CharIoT

Fig. 8. Implementation of CharIoT-Testbeds, gateway prototype, and the microbenchmark on synchronization.
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Non-CSMA for Low Power Transmitters: Though technolo-
gies like XBee support an optional slotted CSMA/CA
implementation to avoid collisions, recent literature [3],
[30], [33], [43], [57] suggests that medium access control by
itself can be quite battery draining since it requires the radio
front-end to be switched on for longer duration. OpenChirp
[43] shows a detailed evaluation of the energy drainage
caused by radio front end while channel sensing in the case
of LoRa. These studies provide collision recovery from
‘wake up and transmit’ mode as a better option when com-
pared to the CSMA-based collision avoidance for the
energy-constrained Sub-1GHz radio technologies.

However, we stress that the non-CSMA nature of trans-
mission is specific to the low-power transmitter standard
[3], and CharIoT simply aids such a system in resolving col-
lisions that would have inevitably occurred.

How Does CharIoTDeal With Corner-Cases?. Though Char-
IoTmight have its failuremodes like every system,we discuss
some corner-cases where CharIoT performs significantly bet-
ter than SIC.

a) Dealing with diverse signals with partial overlaps in fre-
quency: Partial signal overlaps are generally handled
exclusively by the software filters. These filters start
cancelling out signals one by one, starting from the
ones with minimal spread, checking for decodability
of the remaining ones till all signals are decoded.
The decoded signals from multiple receptions are
coherently combined to boost its SNR and improve
the decoding accuracy.

b) Dealing with a combination of signals with complete fre-
quency overlaps: This requires a combination of soft-
ware filters and MIMO multiplexing. Using software
filters, CharIoT tries to minimize the number of
diverse signals overlapping in frequency domain.
These filters reach their limit when the overlapping
signals have minimal difference in their radio modu-
lation. Once this limit is achieved, it reverts to either
offset based-filters (for LP-WANs) or Zero-forcing
(for short-range technologies) to decouple same tech-
nology collisions.

c) Decoupling transmissions higher than the number of
receivers: Combining the benefits offered by soft-
ware filters on the top of state of the art techniques
give CharIoT a significant advantage in handling
collisions from a large number of transmissions.
CharIoT’s software filters in particular have the
potential to decode multiple transmitters even from
a single receive antenna, given that low-power cli-
ents are often significantly Shannon sub-optimal.
While, these filters enable decoupling collisions
across diverse transmissions, offset-based filtering
[3] and separation based on power differences [52]
are already tried and tested out techniques for sepa-
rating same technology collisions across single
antenna receptions. With the added advantage
offered by the near-far effects of geographically
separated antennas, CharIoT’s architecture is hence
extremely efficient in decoding a large number of
transmissions, much higher than the number of
receiver antennas.

9 EXPERIMENTAL RESULTS

9.1 Microbenchmark: Channel Estimation

Setup. To show the effectiveness of our channel estimation
algorithm, we compare the mean error incurred on channel
estimation with and without our algorithm, for all the four
technologies, at different SNR ranges.

Results. Fig. 8d shows that the error in channel calcula-
tion remains below 0.5 radians using our algorithm at
medium SNRs, where the signal is close to the noise floor.
Even at 0dB, the error in estimation can be seen as a band
concentrating at zero with a noise band surrounding it. This
implies a mean error reduction by more than half on what is
incurred by the traditional channel estimation algorithms,
even with very lengthy preamble patterns. At very low
SNRs ( -20dB), traditional channel estimation almost always
fails to capture the effect of offsets because of which the
channel error will fluctuate rapidly across 0 to p giving a
mean error of p=2 (error bar 
 0 here). Our algorithm
remains noise resilient with error�1 radian until -15 dB
after which its performance gradually drops and touches
p=2 for SNRs below -25 dB.

9.2 Detection at the Gateway

Setup. CharIoT gateway is tuned to continuously listen to the
868 MHz channel, sampling signals at 1MHz bandwidth.
Around 16 transmitters, four from each technology- LoRa,
SIGFOX, XBee and Z-Wave, are configured to transmit in
low power with no synchronization and their duty cycles are
adjusted to facilitate multiple instances of collisions. We col-
lect the RTL-SDR traces to observe the performance of our
detection scheme under SNRs varying from �30 to +30dB.
Traces maintain the same number of packets from each tech-
nology to ensure consistency. The universal preamble is cre-
ated by adding up the representative preambles from all
technologies, with zeros padded at the end to compensate
for unequal preamble lengths. We consider two cases – first
case considering Z-Wave centered at 868.4 MHz while the
others transmit centering around 868 MHz and measuring
the detection; in the second case, the same operation is done
with all technologies including Z-Wave centered at 868
MHz. The performance of our detection scheme is compared
with the existing energy detection scheme as well as the opti-
mal correlation scheme with individual preambles that is
computationally-intensive. Further, we lower the SNRs by
up to -40dB to capture the resilience of individual technolo-
gies within the universal preamble at low SNRs.

Results. Fig. 9a, shows the performance comparison of
each detection technique at different SNR regimes. The
detection accuracy of CharIoT�s scheme remains high even
for SNR values as low as -10dB in contrast to the energy
detection schemes proposed in the past literature [4]. It is to
be noted that the universal detection scheme remains resil-
ient even to intra and cross collisions which are captured in
this scenario. This is because of the near-orthogonal nature
of the constituent preambles as mentioned in Section 4. In
contrast, the energy based detection schemes proposed in
the existing multi-technology literature [4] scale poorly with
increasing noise levels and collisions. At SNR below 0dB, the
performance of energy based detection shows a steep drop
from approximately 85 percent to less than 0.05 percent. Our
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system on the contrary maintains nearly 70 percent detection
accuracy even for SNR regimes up to -30 dB. The slightly
higher susceptibility of universal preamble to white noise
compared to the individual preamble contributes to the
small drop in detection at noise levels lower than -10 dB.
This is primarily contributed by the failure in detection of
the second (lower SNR) packet in certain instances of colli-
sions, even when at least one packet in a collision is very
likely to be detected.

To get a better notion on the performance drops of uni-
versal detection at very low SNRs, we perform a detailed
analysis on the resilience of each constituent technologies
within the universal preamble. The analysis is performed at
SNR regimes below -10 dB going up to -40 dB to stress the
system better. As can be seen from Fig. 9b, as the SNR goes
down, the percentage of packets missed drops steeply for
technologies that belong to the short range category, while
this drop is more gradual for LP-WAN technologies. The
reason for such a behavior is simple. Since correlation is cal-
culated as the sum of products, the performance of the tech-
nique is directly proportional to the length of the sequence
we correlate with. Hence short range technologies having a
shorter preamble have a lesser chance of maintaining the
peaks versus the LP-WAN technologies, which preserve
peaks for lowering SNRs. Therefore, the trend observed
here is directly attributed to the order of increasing pream-
ble lengths – XBee with the shortest and SIGFOX with the
longest preamble. Note that for Z-Wave, the detection is
more accurate at 868.4 MHz, performing exactly the same
as the correlation based detection for SNRs as low as -30 dB.
This is because unlike at 868 MHz, Z-Wave when centered
at 868.4 MHz is completely separable from the rest of the
technologies in the frequency domain.

We also monitored the real-time traffic between the
CharIoT gateway and the cloud after performing the local
detection. After the detection, we observed a maximum of

5.712 Mb/s of samples being transmitted to the cloud over
the Ethernet.4 This is ideal for a normal Cat5 home Ethernet
cable which supports data streaming of the order 10-100
Mb/s. Traffic from cloud to gateway is insignificant since
they are typically beacon-sized acknowledgements.

9.3 Cross-Technology Collision Resolution

Setup. Four transmitters, one from each technology – LoRa,
SIGFOX, XBee and Z-Wave, are configured to transmit at 868
MHz center frequency (EU standard ISM band). The duty
cycle of each transmitter is engineered to ensuremultiple col-
lision instances. Ten synchronized CharIoT gateways listen
to the channel and stream received signal collisions to the
cloud where CharIoT processing is performed. CharIoT then
runs step 9 of Algorithm 2 to process cross-technology colli-
sions. The measurements were collected across weeks on the
two indoor testbeds as depicted in the Figs. 8a and 8b.

Results. Fig. 10 depicts the throughput and battery life
gains corresponding to each technology after processing.

SIGFOX Gains: SIGFOX’s inherent re-transmission limit
of 3 transmits per packet (1 transmit and 2 re-transmit) pre-
serves its battery life to a large extent offering around 1-3
years of battery life for an AA Lithium battery with
3000mAh (1 packet/hour)(first bar in Fig. 10b). But colli-
sions create a huge drop in its throughput –to about one-
fifth of its maximum limit, even with SIC. These collisions
can be mitigated to a considerable extent by CharIoT’s soft-
ware filters. SIGFOX being an Ultra-Narrow Band technol-
ogy facilitates easy separation of BFSK signals using KILL-
FREQUENCY filter and LoRa signals using KILL-DSS. With an
SNR boost of 10-20 dB offered, software filters alone can
hence offer an average of 50bps for every transmitted packet
in SIGFOX. With an extra boost of 3-4 dB provided by coher-
ent combining SIGFOX can achieve roughly four-fifth of its
maximum possible throughput with up to 2.5 years of bat-
tery life. Note that despite 3-4 dB of SNR gains provided by
coherent combining, the diversity gains in SIGFOX are not
considerable (3-4 months and 20bps extra due to strict limits
on re-transmission.

LoRa gains: LoRa transmissions configured at 500 kHz
experience throughput of upto 21.8 kbps in an uncollided
scenario. Under an event of collision with the other technolo-
gies – SIGFOX, XBee and Z-Wave, LoRa throughput encoun-
ters a drastic decrease, offering a maximum of 
2.5 kbps
upon implementing SIC. This is only a tenth of themaximum
rate offered by LoRa, leading to a steep decline in battery life.
The second bar in Fig. 10b depicts the battery life in LoRa
while using a 3000 mAh AA battery. CharIoT can provide a
sharp increase up to 5� the current battery life and through-
put (SNR increase 
13 dB) using software filters. To retrieve
LoRa symbols, CharIoT first applies KILL-FREQUENCY that neg-
ates other signals and later interpolates the filtered portions
to retrieve the LoRa signal. Higher SNR thus obtained can be
further boosted by coherent combination of the filtered por-
tions obtained across other received antennas. This offers
around 5-6 dB of SNR increase, translating to an extra 3000
bps in terms of throughput and 2.5 years of battery life.

Fig. 9. Packet detection.

4. Note that is an upper bound since our transmitter duty-cycles
were configured apriori to collide more often and hence have more
packets detected than the real-world scenario.
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XBee gains: XBee transmits short intermittent packets and
offers comparatively better collision resilience due its smaller
packet size. Hence cross-technology collisions generally cause
a binary effect in XBee – either the packet is fully recovered or
will be fully erroneous. The KILL-DSS filter is most effective
here where the XBee packet can be removed from collision
leading to around 7-10dB of an SNR boost on an average. KILL-
FREQUENCY filters can disentangle collisions across other BFSK
transmissions like Z-Wave but their effectiveness is compara-
tively smaller in the XBee context due to its short symbol size.
Finally, diversity offers an additional 4-5 dB gain doubling
the gains provided by software filters, offering a total of 4.5
years of battery life (third bar in Fig. 10b) and around 125
kbps throughput (see Fig. 10a) on average.

Z-Wave gains: Z-Wave offers longer range versus XBee
with longer symbol duration and lower bit rates. Hence these
packets are more prone to collision with SIC failing to give
considerable gains. Software filters in turn can offer a tre-
mendous improvement of 12 dB on an average. KILL-DSS can
almost completely remove LoRa based signal components
from Z-Wave while KILL-FREQUENCY is effective in disen-
tangling SIGFOX and XBee collisions. Along with the diver-
sity gains provided by multiple receive antennas, Z-Wave
transmitters can have a battery life of upto 5 years (fourth
bar in Fig. 10b) offering throughput up to 85 kbps (Fig. 10a) –
over four-fifth of their maximum achievable throughput.

9.4 Separating Same Technology Collisions

Setup. CharIoT’smultiplexing gains can bemeasured by keep-
ing the same setup as the previous study, but considering

only collisions within instead of across technologies. Hence,
we deploy four transmitters belonging to one of the four tech-
nologies – LoRa, SIGFOX, XBee and Z-Wave, and we repeat
the experiment for all the four over several iterations under
different multi-path conditions to study multiple collision
instances. The datasets retrieved from 10 synchronized Char-
IoT gateways capture –1) multiplexing gains of four transmis-
sions from data collected at four gateways, 2) diversity gains
after coherent combination of transmissions received from
more than four antennas.

Results. Figs. 11a and 11b depict the gains of our system
while resolving intra-technology collisions. For LP-WAN
technologies, offset based filtering can offer up to 10-15 dB
SNR gain in both SIGFOX and LoRa, which as seen from
Fig. 11a offers battery and throughput performance com-
parable to that of software filters. The resultant gains are
further improved by diversity combining, offering an
average of 12-14 kbps per device for LoRa and close to
80bps per device for SIGFOX. CharIoT can achieve close to
the promised shelf life for both technologies for LoRa as
well as SIGFOX–almost 10 years on 3000 mAh AA battery
for LoRa and nearly 2.2 years (maximum being 2.4 years)
for SIGFOX, respectively. Due to shorter symbol size, effi-
cient separation of collision across XBee and Z-Wave rely
on zero forcing to decouple its collisions. Hence Fig. 11b
shows linear multiplexing gains up until four receivers,
after which logarithmic diversity gains are seen for both
the technologies. We observe 80 kbps of net throughput
gain on each antenna addition in the case of XBee and 40
kbps for Zwave. This allows transmitters to maintain the

Fig. 10. Diversity gains after decoupling collisions using software filters for 4 transmitters, one per technology– LoRa, SIGFOX, XBee & Z-Wave.
Depicts gains per technology averaged over 1000 iterations with error bar.

Fig. 11. Decoupling same technology collisions. Gains averaged over 1000 iterations with error bar are shown.
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R2 bit rate (see Table 5) configuration that allows consider-
able battery gains for the devices – 2 years for XBee and 4
years for Zwave.

9.5 Testing the Scaling Limits of CharIoT

Setup. Next, we stress test CharIoT by intentionally engi-
neering both inter and intra-technology collisions at scale.
We measure the decodability of 16 transmissions–4 from
each technology, at each gateway one by one, across gate-
way pairs, and so on up to 10 gateways.

Results. Fig. 12 shows that our system achieves significant
battery life (up to 293.96 percent gain – i.e., an additional
3.5-5 years on average) and throughput gains (4� for 10
gateways) across number of single-antenna gateways aver-
aged across all technologies. We make several observations.
First, it appears that the gains in net throughput across
transmitters is somewhat modest relative to the number of
competing clients (sixteen). This is because XBee/Z-Wave
have a significantly higher throughput than LoRa/SIGFOX
(200/100 kbps versus 21.2/0.1 kbps) causing every addi-
tional LoRa/SIGFOX client to contribute relatively small
values to net throughput. Second, we note that broken
down to individual technologies the net gains for LoRa,
SIGFOX, Z-Wave and XBee over 10 gateways remain signifi-
cant – respectively 7.1, 7.9, 6.2 and 3.3 � for throughput and
8.3, 1.3, 4.1 and 3.2 � for battery life. The differences in
throughput/battery gains across technologies stem mainly
from the nuances in their modulation and battery models as
explained earlier. Finally, note that the gains saturate at
about 4 single-antenna gateways with additional gateways
providing minor additional gain (mainly diversity benefits).
This is because the gains from software filters coupled with
distributed MIMO disentangle all required transmissions
with as little as four gateway antennas. This further vali-
dates our ability to decouple many more concurrent trans-
missions than total number of receive antennas.

9.6 Delay Analysis – CharIoT versus
Re-Transmission Timeout

Setup. To show the effectiveness of CharIoT’s collision reso-
lution in preventing further retransmits, we monitor the
time required for each processing–cross technology as well
as intra-technology collision resolution at the cloud. Our
cloud constitutes an Intel Xeon(R) CPU E3-1226 v3 operat-
ing at 3.30 GHz having 4 cores. This processing delay at
the cloud is compared against the pre-set re-transmission
timeout for each radio technology. Note that though the re-
transmission timeout can be configured typically in a trans-
mitter, we have given the values that suite the default tech-
nology specific parameter.

Results. Table 6 provides the maximum delay incurred for
resolving collisions using software filters. Taking into account
the delays for hardware-offset based filtering and zero forc-
ing, the maximum processing time incurred by CharIoT
(processing + round trip delay) is tabulated in Table 7. These
values are further compared against the standard-compliant
re-transmission timeout for each radio technology.

10 CONCLUSION AND FUTURE WORK

This paper presented CharIoT, the first distributed MIMO
solution that mitigates collisions across low-power IoT
radio technologies. CharIoT enables low-power IoT gate-
ways to ship I/Q samples corresponding to collisions to the
cloud. At the cloud, CharIoT employed novel software fil-
ters that separate transmissions received across low-power
IoT technologies, based on properties unique to their modu-
lation. We implemented CharIoT on inexpensive RTL-SDR
gateways and showed simultaneous decoding of collisions
across four popular low-power IoT technologies in large
indoor testbeds.

We make some insights for building upon CharIoT in the
future:

1. CharIoT for future technologies - CharIoT’s synchroni-
zation and channel estimation algorithm have been
designed to be generalizable to accommodate future
low-power technologies like NB-IoT and WiFi HaLo.
This is because CharIoT relies on some of the funda-
mental features that are common across low power
technologies – Shannon sub-optimal data rates, long
packets with extremely long and redundant pream-
bles, signals of extremely low power comparable to
that of noise floors and imperfect devices with offsets
on time and frequencies. Finally, CharIoT also opens
up the scope to identify similar ‘kill’ filters tailor-
made for other modulation schemes.

Fig. 12. Shows CharIoT’s battery life and throughput gains averaged
over 1000 iterations. Decouples collisions from 16 clients – 4 from each
technology.

TABLE 6
Delay Incurred From Software Filters in CharIoT

Software Filters Maximum delay in CharIoT

kill-FREQUENCY 0.38042825 s
kill-DSS 0.316633 s

TABLE 7
Delay Evaluation – CharIoT versus Time Requirement

of ACK for Each Technology

Technology Maximum delay in
CharIoT

Re-transmission
timeout

XBee 1.11938 s 1.6 s [61]
Z-Wave 0.93640 s 1.5 s [62]
LoRa 0.97031 s 1-3 s [63]
SIGFOX 2.308374 s 20 s [48]
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2. CharIoT for long range with downlink support - Though
CharIoT takes into consideration the LP-WAN tech-
nologies as well, the current implementation of Char-
IoT is restricted to indoor spaces. Implementing
CharIoT for long range communication can lead to
new challenges stemming from mitigating cross-
technology collisions in wide-area settings. Also,
CharIoT being the initial system prototype, does not
handle the details involved for providing downlink
transmission support. A full-fledged implementation
of CharIoT needs to develop methodologies to enable
a two-way transmission support, which we propose
as a futurework.

3. Universal preamble for non-IoT technologies - Low
power technologies are inherently simple with less
complex modulation schemes. Hence there is a very
limited set of combination for preambles for each
technology in this domain. This is why preambles in
this context add up to make the concept of universal
preamble work. For non-IoT technologies, many
wireless systems allow complex designs and even
more complex modulations. Based on the design
and the regulatory concerns, universal preamble
may or may not work in such a case and can be con-
sidered for a future study.
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